Form No. FIA-26 , S.No. UUJcZJJIJ

FEDERAL INVESTIGATION AGENCY
FEDERALGOVERNMENTOF PAKISTAN
) FIRST INFORMATION REPORT

FIRST INFORM OF A COGNIZABLE CRIME REPORTED UNDER
SECTION 154 CODE OF CRIMINAL PROCEDURE

Police StationElA, Cyber Crime Reporting Centre Circle/Sub-Circle_Jslamabad

Date and hour of occurrence 2021

No.  76/2021

1. Date and hour when reported. 22.09.2021 at 13:15:Hrs.

Muhammad Waseem Khan

2. Name and residence of informant and complaint. Sub-Inspector FIA Cybercrime Reporting
‘ Center Islamabad
3. Brief description of offence (with section) and U/S 10 (Cyber Terrorism) of PECA 2016 r/w

of property carried off, if any. Section 506. 109 PPC 1860.

4. Place of occurrence and distanced and direction
from Police Station.
.Islamabad

5. Stepstaken regarding investigation, explanation
of delay in recording information. No delay

6. Date and hour of despatch from Police Satation.

Conseguentupom conctusion of enquiry no.95072021 on the basis of information received from INTERPOL
Wallington through NCB INTERPOL Pakistan vide letter no:EA/03/(NZ-I)NCB/2021-8115 dated:22-09-2021
regarding threatening email received from email account i.. hamzaafridi7899@gmail.com to
information@police.govt.nz on 18/09/2021 at 6:025 AM with Subject: “Terror attack coming” having text i.e. *“Dear
New Zealand cricket you did wrong to Pakistan and now see what happens to you Your cricket team is not going
anywhere now in every places the bomb will be placed from your hotel to your flight And my mens will not forgi\‘\e you
they're coming New Zealand #PakistanZindabad Allah huakbar”. INTERPOL Wallington sent the emergencxT reqilest
with respect to Gmail account from where the threat originated. The details provided by Google indicate that the 1P
used to create email account is form Singapore IP and the associated device in which email account i.e.
hamzaafridi7899@gmail.com is connected in India. [P address from last Data Connection is
2409:4053:2¢91:1527:8d44:6d78:32b1:fb33; Country of Last Data Connection: Sep 18,2021,12:35:06 AM UTC and
associated device is connecting in India and the Gmail account via Singapore which appears to be Virtual Private
Network(VPN). The Andriod device used for email account is Android 1D:392480737944812438+:
MEID(s):86749104337073;IMEI(s):867491043370736, IMEI(s):867491043370728, Serial No(s):
RMX1971:b1873¢5a and different email accounts associated in the device are “jaryans 13@gmail.com,
progamerxxxx356@gmail.com,chutmarika66@gmail.com,lalheeralallodal 2345@gmai L.com,aarohi12355 7§@:mnil.c
OJZ::;hl;alak]shay@gmail:com,ugarwalakshita79@gnmil.cmn.rislmbh(rl]R(z_ﬂgnmil.com.shihbusingln?(ﬂS@gnilil.uom
’m Thg e"r:;ilz\zzss@gma||.com,pappubhosdiG@gfnall.com,ml‘lml)IU;u‘mldn@gnmll.u')m:h;}nmml‘ridi78‘)‘)@gm;\i|_co
lfiseeutity in the Gf)e\:: to I\:lcw /,cal.zmd Police with the ullcl:mr mm_wcs o coeree, munmlutc';\mf create fear, panic,
dteriorets ts Eend] rnrr:‘cn.l, publ.lc and create thrcnl. to international peace. I‘hc purpose of the email was to
sufficient incrementingyevidzz:,?:ns with countries and cnck_cl mcml).cr countrics. From lI}g facts mentioned above,
€ came on record that user of the email address i.e. hamzaafridi7899@gmail.com usine

the data connecti : P . N
Consequently a"::';s';r°lf:‘}kl“§|slanf0(?nnlllcd the offences U/S 10 (Cyber Terrorism) r/w Section 506, 109 PPC 1860
Competent Authority has accorded('m?rllt gainst the user of the email account ic hamza il 7899@zmail.com,

i missj . . . > cace 18 repistere :
being sent to the concerned quarters, lon for registration of case. So the case 1S uguslc%&wlncs of FIR are
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